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Ukraine & the World Remains Under Attack

Cyber Attacks Russia-Ukraine Q1 2023



New cyber actors are tipping the balance of power
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Platforms & hardware have led the discourse
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But private actors have been pivotal at every level
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And are consolidating their geopolitical significance

Source: TBI 2022
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S O U R C E :  T O N G A  G E O L O G I C A L  S E R V I C E S
S O U R C E :  T E L E G E O G R A P H Y

Across a range of geopolitical crises



The More Capability = More Vulnerability
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And cyber attacks are on the increase
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Global attacks increased by 28%in the third quarter of 
2022 compared to same period in 2021. The average weekly 
attacks per organization worldwide reached over 1,130 
(Checkpoint)



And will keep increasing
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With far-reaching implications
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So, what’s the problem?



1. Clarity

2. Consistency

3. Coherence

4. Commitment

Four key problems:



Coordinating with Tech Companies for the next cyber-
enabled geopolitical crisis?

1. Formulate a robust & transparent geopolitical policy

2. Create an internal geopolitical crisis board

3. Build representation in key centres of geopolitical decisionmaking

4. Establish and join a self-regulatory geo-technology board
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